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ABSTRACT:
Geo-social applications function on fine-grain, time-stamped location information. For existing services with negligible solitude mechanisms, this data can be used to deduce a user’s detailed activities, or to path and forecast the user’s every day movements. The confront, then, is to intend mechanisms that powerfully guard user privacy with no give up the correctness of the system, or making brawny assumptions about the sanctuary or dependability of the application servers. More particularly, we objective geo-social applications, and presume that servers and any mediators can be conciliation and, therefore, are untrusted. To edge maltreatment, our ambition is to border convenience of location information from global visibility to a user’s communal surround.
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I. INTRODUCTION:
Our inputwithin reach is to be validlocked user-specific, distance-preserving coordinatetransformationsto all location data collective with the server. The associates of a user share this user’s secrets so they can relate the same transformation. This allows all position queries to be appraisedperfectly by the server, but our isolation mechanisms security that servers are powerless to see or deduce the real location data from the distorted data or from the data access. A new wave of geo-socialapplications iscompletely exploiting GPS location services to give a “social” border to the physical world. There are many real world examples where the unlawful use of location information has been distorted for economic gain, physical stalking and to gather lawfulproof. Even more worrying, it seems that less than a week after Face booktwisted on their popular “Places” characteristic for tracking users’ locations, such location data was by now used by steal to plan home attack. Obviously, mobile social networks of tomorrow necessitate stronger solitude properties than the open to- all rulesobtainablenowadays.

II. RELATED WORK:
Pseudonyms and silent times are other apparatus to realize cloaking, where in machine identifiers are distortedcommonly, and data is not send out for long periods at standard intervals. This, however, cruelly hurts functionality and disengages users. The key differentiationamong these approaches and our work is that they rely on reliable intermediaries, or trusted servers, and reveal approximate realworld location to the servers in plain-text. In LocX, we do not confidence any intermediaries or servers. On the positive side, these approaches are more wide-ranging and, and so, can affectto many location-based services, while LocX hubmostly on the up-and-coming geo-social applications.

III. LITERATURE SURVEY:
THE AUTHOR, Marco Gruteser(ET .AL), AIM IN [1],Advances in intelligence and pathway technology allow location-based applications but they also produceimportant privacy risks. Anonymity cangive a high degree of solitude, save service users from trade with service providers’ privacy policies, and decrease the service providers’ requirements for preservationconfidential information. However, guaranteeing nameless usage of location-based services need that the exact location information broadcast by a user cannot be with any trouble used to re-identify the subject. This paper presents middlewarestructural design and algorithms that can be used by a centralized location broker service. The adaptive algorithms regulate the resolution of position information along spatial or worldly dimensions to gatherspecific anonymity constriction based on the entities who may be by means ofsetting services within a given area. 

THE AUTHOR, Bu˘ graGedik(ET .AL) AIM IN [2],this paper explain a tailored k-anonymity model for protective location privacy against an assortment of privacy threats from first to last location information sharing. Our reproduction has two unique features. We extend a set of scalable and yet efficient spatio-temporal cloaking algorithms, called Clique Cloak algorithms, to present high eminence personalized location k-anonymity, mean at avoiding or tumbling known location privacy threats previous to forwarding requests to LBS provider(s). The efficiency of our Clique Cloak algorithms is deliberate under various conditions using sensible location data unnaturallymake using real road maps and traffic volume data.

IV. PROBLEM DEFINITION:
Existing systems have mostly taken three approaches to getting better user solitude in geo-social systems: set up doubt or error into location data and relying on trusted servers or mediators to be applicable anonymization to user identities and private data, relying on heavy-weight cryptographic or private information retrieval (PIR) techniques.The countenance then, is to mean mechanisms that resourcefullykeep user seclusion without give up the exactness of the system, or making strong assumptions about the safekeeping or trust worthiness of the application servers. More exclusively, we intention geo-social applications, and assume that servers and any intermediaries can be conciliation and, as a result, are untrusted.

V. PROPOSED APPROACH:
WeadviseLocX (short for location to index mapping), a novel approach to reach user privacy while continueoccupiedtruth in location-based social applications (LBSAs from here onwards). Our close by is that several services do not require to make your mind up distance-based queries flanked by arbitrary pairs of users, but only flanked by friends interested in each other’s locations and data. Thus, we can panel location data based on users’ social groups, and then carry outtransformations on the location organize before storing them on untrusted servers. A user knows the transformation keys of all her friends, allowing her to change her query into the practical coordinate system that her friends use. Our synchronize transformations defend distance metrics, consent to an application server to execute both point and nearest-neighbour queries perfectly on transformed data. Yet, the transformation is sheltered, in that transformed values cannot be with any troublelinked with real world locations without a secret, which is only accessible to the members of the social group. At length, transformations are competent, in that they invitenegligible overhead on the LBSAs. This makes the submission built on LocX insubstantial and fit for running on today’s mobile devices.

VI. SYSTEM ARCHITECTURE:
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Thecrucialpropose has one important constraint is the server can distinctivelyclassify the client devices for e.g., using the IP address. By this, the server can connectdissimilardistorted coordinates to the same user using the IP. Enough number of such relations can fracture the transformations. So preserve unlinkabilityconnecting different queries is decisive.

VII. PROPOSED METHODOLOGY:
LOCX MODULE:

LocX construct on top of the basic design, and set up two new mechanisms to defeat its limitations. First, in LocX,we crack the mapping between the location and its data into two pairs.A mapping from the distortedlocation to an encrypted index called L2I and a mapping from the file to the encrypted location data called I2D. This gash helps in construction our structurecapable. Users store and regain the L2Is via untrusted proxies. This redirection of data via proxies, mutually with splitting, notably picks upseclusion in LocX. For competence, I2Ds are not proxied, yet solitude is potted.

PROXYING L2IS FOR LOCATION PRIVACY:

Users store their L2Ison the index server via untrusted proxies. These proxies can be any of the following: PlanetLab nodes, corporate NATsand email servers in a user’s work places, a user’s homeand office desktops or laptops, or Tor nodes. Weonly require a one-hop indirection between the user and the indexserver. These miscellaneous types of proxies offerwonderful suppleness in proxying L2Is, thus a user can store her L2Is by the use of unlike proxies with noput a ceiling on herself to a solitary proxy.Furthermore, conciliation these proxies by an attacker does not break users’ location privacy, as the proxies also onlysee misshapen location synchronize and consequently do not learn the users’ real locations, and due to the noise added toL2Is. We now depict our solution to store and query data on the servers in factor. We also elucidate confronts we faced, and the tradeoffs we complete in making our solution safe and well-organized.

STORING L2I ON THE INDEX SERVER:

Primarythink storing L2I on the index server. This alteration conserve the distance between points1, so round variety and adjacentneighbour queries for a friend’s location data can be procedure in the same way on transformed coordinates as on real-world coordinates. Then the user makes a chance index by her random number generator and encrypts it with her symmetric key to get hold of at the transformed harmonize on the index server via a proxy. The L2I is miniaturein size and is application self-governing, as it always havethe coordinates and an encrypted random index. Thus the overhead due to proxying is very little.

STORING I2DS ON THE DATA SERVER:

The users can directly storeI2Ds location data on the data server. This is both safeand well-organized. 
This is protectedsince the data server only sees the index stored by the user and the matchingencrypted blob of data. In the most horrible case, the data server can connection allthe dissimilardirectory to the similar user device, and then connection these indices to the get back user’s device.But this only disclose that one user is paying attention in another user’s data, but not any information about the location of the users, or thecontent of the I2Ds, or the real-world sites to which the datain the encrypted blob communicate to. The content of I2Dis application is dependent relative. 

ALGORITHM:
LOCX MECHANISM:
STEP1: two users exchange their secrets,
STEP2: user1 generates and location to an encrypted index and index to the encrypted location data from her review of the restaurant (at (x, y)), and stores the location to an encrypted index on the index server via a proxy.
STEP3: user1 then stores the index to the encrypted location data on the data server directly.
STEP4: user later visits the restaurant and fetches for location to an encrypted index from his friends by sending the transformed coordinates via a proxy.
STEP5: he decrypts the location to an encrypted index obtained and then queries for the corresponding index to the encrypted location data
 STEP6: finally user2 decrypts user1’s review.

VIII. RESULTS:
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As the number of puts enlarges, more data is revisit as answers, and the announcement cost of I2D boosts more than that of L2I for point queries. But in the case of nearest-neighbour queries, given that a lot of data needs to be filtered in L2I phase, more data is put out for L2Is. In contrast, only skilled answers are put out in I2D phase. As a result, the communication cost of L2I is more than that of I2D.

IX. ENHANCEMENT: 
We included AES Algorithm to LOCX mechanism in order to reduce communication and computational overhead which provides location privacy without injecting errors into system.

X. CONCLUSION:
LocX takes a novel approach to give location privacy while upholdin generalschemecompetence, by leveraging the social data-sharing possessions of the target applications. In LocX, users powerfullychangetheir entire locations joint with the server and encrypt all location data stored on the server using reasonably priced symmetric keys. Only friends with the right keys can question and decrypt a user’s data. We initiatequite a few mechanisms to realize both space to yourself and competence in this process, and analyze their privacy properties. By evaluation based on both copied and real-world LBSA traces, we find that LocX adds little computational and communication overhead to existing systems. Our LocX prototype scampercapably even on resource embarrassed mobile phones.

XI. FUTURE WORK:
Future research direction in this project improve performance in query response time, server processing time and data communication size.
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