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Abstract—Session  organization of distributed web
applications is usualy depends on textual passwords and
biometric verification at the starting of session, but here single
authentication is happening. In this the problem is client
identity is not verifying during the whole session. To overcome
this problem a new approach continuous authentication
protocol and the architecture CASHMA (context aware
security by hierarchical multilevel architecture) are proposed
for user verification. The advantage of the proposed system is
to increase usability and security of session with biometric
data. Experimental studies have been implemented using java.
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I. INTRODUCTION

Web application security is serious issue because
there is a lot of increase in cyber attacks. Biometric
solutions in [2] offer solution for secure authentication.
Here biometric process is replaced in the place of textual
passwords. How ever increasing the biometric usage, the
misuse also increasing paralel in banking sectors .At the
staring of the session, the biometric authentication is not
sufficient to provide the high security [7].In addition the
time out period of the session may affect the usability of
services. Once the client verification process is
completed then the system services are available for the
client at a certain amount of time or until client logged
out. Here there is a problem, if the client using the
services by logged into the system and leaves the work
place for a certain amount of time, there may be a chance
for attacker to hack the resources easily because the
sessionisalive [5]. In[5] continuous authentication, the
system verifies whether the client is authorized or not.
Here if verification fails then the system will be locked
and the client process will be delayed.

I1. CONTINUOUS AUTHENTICATION

Continuous authentication come into existence
because when the client signs into the services using
strong authentication process and leaves the work area
and then the attacker will hack our services. In [5], the

system will continuously verify the client present at the
work area. If the failure occurs at the verification time
then the process will automatically lock up the services.
In [3] wearable devices are present for continuous client
authentication .In this client can transparently login
through wireless communication.

I11. PROPOSED APPROACH

To provide secure biometric verification on the web
the CASHMA has been proposed. It provides high
security for the services like internet banking and can be
applicable for various types of user devices. CASHMA
will acquire the biometric data transparently (e.g. key
strokes) and logged out the system, if the system is idle
for a certain amount of time. By checking the client with
biometric data continuously mistreatments can be
reduced.

IV. ARCHITECTURE
The architecture of CASHMA is shown below.
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This architecture contains three components:
Authentication server, Computational server and
Database. The Authentication server is used for client
interaction, Computational server compares the
biometric data with the registered clients and database
contains of biometric samples of registered clients. If the
client verification has been completed successfully, then
the web services can be accessed by the client. When the
user verification fails for certain attempts, then the
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CASHMA will automatically logged out without the
user interference.

In this paper, there are three different trust levels.

Subsystem Trust level: In this level, the unimodal
subsystem does not allow the unauthorized user by
considering the quality of biometric data.

User trust level: In this level, the CASHMA
authentication server verifies the client by considering
the device utilization and the time at last acquiring of
biometric samples.

Global trust level: At a particular time, the system
checks whether the client is authorized or not based on
previous two levels.

The trust threshold g, is calculated by considering
the lower threshold based on global trust level which is
reguired to the specific web service.

If user trust level is greater than or equal to trust
threshold (gmin), then the client is allowed to use the
services.

V. CASHMA CERTIFICATE

This CASHMA certificate is generated by the
authentication server and sends to the client when
verification completed successfully. This certificate
consists of sequence number, time stamp and session
time out.

VI. PROPOSED METHDOLOGY

CONTINUOUS Authentication Protocol:

This proposed protocol requires a multi model
biometric system to perform the authentication of the
client. By using this protocol the client continuously and
transparently collects and transmits the user identity to
the server for accessing web service. This protocol will
create and maintain the user session by adjusting the
time out to provide the continuous authentication.

This protocol consists of two phases; initial phase
and maintenance phase. In initid phase, the
authentication of the client is done and creates the
session. In maintenance phase the session time out will
be updated and user verification process will be done.

Sepsfor Initial Phase:

Stepl: client sends biometric traits to CASHMA
authentication server.

Step?2: user verified by authentication server.
Step3: sending CASHMA certificate to user

Step4: user sending CASHMA certificate request to web
service,

Step5: web service gives access to user until timeout.

M CASHMA Autherticaton Server Wab Sarvica :
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Seps for Maintenance phase:
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Step5: user sends biometric traits to authentication
server.

Step6: user verified by authentication server.

Step7:  sending new
authentication server.

certificate to wuser by

Step8: user sending updated certificate and new time
out session to web service.

VIl. RESULTS

Technology master individual (TMA) who has the
high technological skills, low resources and hide himself
from the client.
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By increasing the trust threshold gy, the TMA
attacks Ty will be reduced. This will happen due to
reducing the initial time out of the session and by having
the less time, the attacker can’t perform the required
attack steps.

VI11.CONCLUSION

In this paper the continuous authentication protocol
is used to verify the client continuously and transparently
using biometric data. Indirectly it is providing the
security and usability for the client session. By using
CASHMA the TMA attackers will reduce without
hacking the resources. The attacker will not be alive for
along time due to continuous authentication.
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