International Journal of Science Engineering and Advance Technology, | ISSN 2321-6905

IJSEAT, Vol.3, Issue 10 | October 2015

International Journal of

Science Engineering and Advance Technology

L egacy Authentication M ethods Preventing Key logging
Attacks

1IM.Vamsi Krishna, 2 K. Nagababu
1, 2Dept. of CSE, Chaitanya I nstitute of Science & Technology, Kakinada, AP, India

ABSTRACT:

The objective is not protected the authentication
process against the shoulder surfing attacker who
be able to see or cooperation at the same time both
devices over the shoulder, but quite to make it hard
forthe opponent to open the attack. We show how
visualization can improve not only safety but also
usability by proposing two visual authentication
protocols. one for password-based authentication,
and the other for one-time-password. During
thorough study, we show that our protocols are
impervious to many of the challenging attacks
appropriate to other protocols in the literature.
Additionally, using an wide-ranging case study on
a prototype of our protocols, we underline the
potential of our protocols in real-world
consumption addressing users shortcomings and
limitations.
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I. INTRODUCTION:

The propose of secure authentication protocols is
fairly demanding, bearing in mind that various
kinds of root k its reside in PCs (Personal
Computers) to watch user’s behaviour and to make
PCs untrusted devices. Involving human in
authentication protocols, while talented, is not
trouble-free since of their partial potential of
computation and memorization. To mitigate the
key logger attack, near or onscreen keyboards with
dlapdash keyboard arrangements are extensively
used in practice. Both systems, by reorganizing
alphabets erratically on the buttons, can disturb
simple key loggers. Regrettably, the key logger,
which has run over the entire PC, can effortlessly
capture every event and read the video buffer to
fashion a mapping between the clicks and the new
alphabet. We show up the probable of our approach
for real-world deployment: we were able to reach a
high level of usability while satisfying stringent
security requirements.

Il. RELATED WORK:

Strongly  associated work is  “Seeing-is-
Believing”(SiB) which uses visual channels of2D
barcodes to oppose the man-in-the-middle attack in
device pairing. Although we use similar tools by
using the 2Dbarcodes for information
representation, and the visual channel for
communicating this information, our protocols are
additional new generic than those proposed. Our
protocols are tailored to the problem settings in
hand, e-banking, with a different trust and attack
model than that used in which results into different
guarantees as explained earlier in this paper.

. LITERATURE SURVEY:

THE AUTHOR, MoniNaor(ET .AL), AIM IN
[1],this paper brings in visua authentication and
visual identification methods, which are
authentication and identification methods for
human users based on visual cryptography. These
methods are very usual and easy to use, and can be
put into practice using very common \low tech"
technology. The methods we propose are well-
organized in the sense that a solitary clearness can
be used for some authentications or for several
identifications.  The  visual  authentication
methodsweproposearenotincompl etetoauthenticatin
gtextualmessages,and can be used to validate any
image. A significant input of this paper is the
forewords of a framework for establishing the
security of protocols in which humans take a lively
part. We rigorously prove the security of our
schemes using this framework.

THE AUTHOR, XuewuGuo(ET .AL) AIM IN
[2], Draw-A-Secret (DAS) is an archetypal
carrying out based on the user drawing on a grid
canvas. At present, too many constrictions product
in diminution in user understanding and avert
its reputation. A novel graphica password
strategy Yet Another Graphical Password (YAGP)
motivated by DAS is proposed in this paper. The
proposa has the advantages of free drawing
positions, strong shoulder surfing resistance and
large password space. Experiments show the
efficacy of YAGP.Alphanumeric passwords are
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commonly used in computer and network
authentication to protect user’s privacy. Untilnow,
it is well branded that long, text based
passwords are tough for people to have off pat,
while shorter ones are inclined to attack.

IV. PROBLEM DEFINITION:

Connecting human in authentication protocols,
while talented, is not easy since of their incomplete
ability of caculation and memorization.
Consequently, relying on users to improve security
of necessity degrades the usability. On the other
hand, caming assumptions and exact security
design to get better the user knowledge can show
the way to protection breaks that can hurt the users’
trust. It is non Security for Stored data.The intend
of secure authentication protocols is rather
demanding, bearing in mind that assorted kinds of
root kits reside in PCs (Persona Computers) to
observe user’s behaviour and to make PCs
untrusted devices.

V. PROPOSED APPROACH:KKKK

Witha prevaent case study on a prototype of our
protocols, we underscore the credible of our come
near for real-world deployment: we were endowed
to comprehend a high level of usability while
rewarding rigorous security requirements. It holds
up sound Image security and usability and emerges
to fit well with some no-nonsense applications for
on the road to mending online safety.We confirm
how cautious trance design can look up not only
the security but also the usability of authentication.
To that end, we recommend two visual
authentication protocols. one is a onetime-
password protocol, and the other is a password-
based authentication protocol. Inexact theory test,
we prove that our protocols are resistant to a lot of
the demanding authentication attacks appropriate in
the literature.

VI. SYSTEM ARCHITECTURE:

Cliznt | Vizus ‘1 }
Authentcation
Detauzoad Datshaze
data Cownloac

VIl. PROPOSED METHODOLOGY:

ENCRYPTION:An encryption algorithm which
takes a key kand a message M from set M and
outputs a ciphertext C in the set C.

DECRYPTION:A decryption algorithm which
takes a ciphertext C in C and akey k, and outputs a
plaintext M inthe set M.

SIGNATURE: A signature generation algorithm
which takes a private key SK and a message M
from the set M, andoutputs a signature.

VERIFICATION: A signature verification
algorithm which takes a public key PK and a
signed message, and returns valid or invalid.

QREncryption: A QR encoding algorithm which
takesastring Sin S and outputs a QR code.
QRDecryption: A QR decoding algorithm which
takes a QR code and returnsa string Sin S.

AUTHENTICATION ALGORITHM

STEP1: The user connects to the server and sends
her ID.

STEP2: The server checks the ID to recover the
client's public key from the database. The server
then picks a new arbitrary string OTP and
scrambles it with the general public key to get
EOTP.

STEP3: A QR code QREOTP is displayed
prompting the user to type in the string.

STEP4:The client interprets the QR code with
EOTP in light of the fact that the arbitrary string is
encoded with client's public key, the client can read
the OTP string and sort in the OTP in the terminal
with a physical console.

STEPS5: The server checks the outcome and on the
off chance that it coordinates what the server has
sent before, the client is verified. Something else,
the client is denied.

VIIl. RESULTS:
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The usualsuccess rate was 98:0% with 4-character
passwords and 92:5%for 8-character passwords. An
experiential  CDF of the timemeasurements is
shown. We originate that the mean,min, max and
median (in seconds) were 4:25, 2, 29, and 4when
using 4-character passwords and 6:74, 2, 28, and 6
whenusing 8 characters.

IX. ENHANCEMENT:

To Improve Proposed methodology execution ring
imprint give lack of clarity of client. Which infers
that the verifier understands that the client is a
person from aring, yet he doesn't know absolutely
who the client is.

X. CONCLUSION:

Wechart to look into the proposal of other
protocolwith more  severepresentationneedsby
means of the sametools make available in this
work. In addition, we will learn methodsfor getting
better the security and user knowledge by means
ofvisualization in other contexts, but not
incomplete to authenticationsuch as visual
decryption and visua signature confirmation.At
last, treatment on user studies that will advantage
from abroaduse and receipt of our protocols would
be asimilar future work to consider as well.

XI. FUTURE WORK:

At last, investigating client contemplates that will
advantage by a wide course of action and
confirmation of our customs would be a paralel
future work to consider too.
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