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Abstract:

The consequence of Vampire attacks on link-
state, distance-vector, source routing and
geographic and beacon routing protocols as
well as a logical ID-based sensor network
routing protocol. Whereas this is by no means
a comprehensive list of routing protocols
which are susceptible to Vampire attacks we
analysis the covered protocols as a significant
subset of the routing solution space and stress
that our attacks are probable to apply to other
protocols. Assuming that packet giving out
drains at least as much energy from the victims
as from the attacker a incessantly recharging
adversary can keep a least one node
enduringly disabled at the cost of its own
functionality. However recall that sending any
packet automatically constitutes augmentation
allowing few Vampires to attack many honest
nodes. Dual-cycle networks with mandatory
sleep and awake periods are evenly susceptible
to Vampires during active duty as long as the
Vampire’s cycle switching is in sync with
other nodes. Vampire attacks may be damaged
by using groups of nodes with staggered
cycles only active-duty nodes are vulnerable
while the Vampire is active nodes are safe
while the Vampire deeps. Though this security
is only successful when duty cycle groups
outnumber Vampires given that it only takes
one Vampire per group to carry out the attack.

Keywords: Denia of service, security,
routing, ad hoc networks, sensor networks,
wireless networks.

I ntroduction:

We present a sequence of increasingly
damaging Vampire attacks appraise the
susceptibility of several example protocols and
recommend how to recover flexibility. In
source routing protocols we be evidence for
how a malicious packet source can dencte

paths through the network which are distant
longer than most favourable wasting energy at
in-between nodes that forward the packet
based on the integrated source route. In routing
schemes where forwarding decisions are made
autonomously by each node as opposed to
specified by the source we recommend how
directiona antenna and wormhole attacks can
be used to distribute packets to many remote
network positions forcing packet processing at
nodes that would not usually receive that
packet at all and thus increasing network-wide
energy expenditure. Finally we show how an
adversary can intention not only packet
forwarding but aso route and topology
discovery phases if discovery messages are
flooded an adversary can for the cost of a
single packet consume energy at every nodein
the network. All routing protocols employ at
least one topology discovery period as ad hoc
deployment entails no previous position
knowledge. Limiting ourselves to irreversible
but dynamically organized topologies as in
most wireless sensor networks we further
distinguish on-demand routing protocols
where topology discovery is done a
transmission time and static protocols where
topology is discovered during an early setup
phase with periodic rediscovery to grip rare
topology changes.

Related Work:

Even in non power constrained systems
reduction of resources such as memory CPU
time and bandwidth may effortlessly cause
problems. A popular instance is the SYN flood
attack in which adversaries make numerous
connection requests to a server which will
assign resources for each connection request
ultimately running out of resources while the
adversary who assigns negligible resources
remains operational since it does not aim to
ever complete the connection handshake. Such
attacks can be overcome or attenuated by
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putting greater burden on the connecting entity
e.g. SYN cookies which relieve of the early
connection state onto the client or
cryptographic puzzles. These solutions place
smallest load on genuine clients who only
commence a small number of connections but
dissuade malicious entities who will challenge
a large number. Note that this is actuadly a
form of rate limiting and not always desirable
as it punishes nodes that produce burst traffic
but may not send much total data over the
lifetime of the network. Since Vampire attacks
rely on amplification such solutions may not
be adequately effectual to validate the surplus
load on legitimate nodes.

Existing M ethod:

Networks aready examine environmental
conditions, factory performance and troop
deployment to name a few applications.
Protocols that make the most of power
effectiveness are also inappropriate since they
rely on cooperative node performance and
cannot optimize out malevolent deed. The
effort to protect routing attempts to guarantee
that adversaries cannot cause path discovery to
return an invalid network path but Vampires
do not disturb or modify discovered paths
instead by means of existing valid network
paths and protocol compliant messages. Since
Vampire attacks depend on amplification such
solutions may not be adequately effective to
validate the excess load on justifiable nodes.

Disadvantages:

They do not address attacks that affect long-
term availability and power outages. Loss of
productivity and various DOS attacks. Security
level is low. Loss of information due to
environmenta disasters.

Proposed Method:

Modifying an existing sensor network routing
protocol to provably bind the damage from
Vampire attacks during packet
forwarding. Thorough estimation of the
vulnerabilities of existing protocols to routing
layer battery depletion attacks and observation
of security procedures to avoid Vampire
attacks are orthogonal to those used to protect
routing infrastructure and so existing secure

routing protocols such as Ariadne, SAODV
and SEAD do not protect against Vampire
attacks.  Protocols that maximize power
efficiency are also inapt since they depend on
cooperative node behaviour and cannot
optimize out malicious action. Illustration of
simulation consequences quantifying the
presentation of several representative protocols
in the presence of a single Vampire insider
adversary.

Advantages:

Boost up the Battery power. Secure level is
High. Protect From The Vampire Attacks.

The Final Address Tree For A Fully
Converged Six-Node Network:

Message Message
to frem
0100 0.0.0.0

Every node learns each other’s effective
addresses and cryptographic keys. The final
address tree is demonstrable after network
convergence and all forwarding decisions can
be separately verified. Moreover assuming
each judtifiable network node has a exclusive
certificate of membership assigned before
network deployment nodes who effort to join
multiple groups produce clones of themselves
in multiple locations or otherwise deceive
during discovery can be recognized and
expelled.
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Malicious Route Construction Attacks On
Sour ce Routing:
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(a) An honest route would exit the loop immediately from
node E to Sink, but a malicious packet makes its way
around the loop twice more before exiting

It aims source routing protocols by exploiting
the incomplete verification of message headers
at forwarding nodes allowing a single packet
to repeatedly traverse the same set of nodes. In
our second attack also targeting source routing
an adversary constructs unnaturally long
routes potentially traversing every node in the
network. We call this the stretch attack since it
augments packet path lengths causing packets
to be processed by a number of nodes that is
independent of hop count along the shortest
path between the adversary and packet
destination. An adversary composes packets
with deliberately introduced routing loops. We
cal it the carousel attack since it transmits
packetsin circles.

Data-Verification:

For occurrence data approach with malicious
node that is positioned in malicious packet or
else data located in honest packet. This way
user verifies the data’s. In data verification
modul e receiver validates the path.

Denial Of Service;

A denia-of-service attack or dispersed denial-
of-service attack is an attempt to create a
mechanism otherwise network resource
engaged to its intended users. It commonly
consists of efforts temporarily or indefinitely
interrupts or hangs up services of a host
connected to the Internet.

User Module:

In user module validate user and create a new
path any time. For security purpose if user
gives the wrong details then awrong node path
is displayed or else it displays correct node
path.

Stretch Attack:

An honest source would select the route
Source affecting four nodes including it but
the malicious node selects a longer route
affecting all nodes in the network. These
routes cause nodes that do not recline along
the honest route to consume energy by
forwarding packets they would not receive in
honest scenarios. Stretch attack where a
malicious node creates synthetically long
source routes cause packetsto traverse a larger
than optimal number of nodes.

Algorithm Used:

Nodes may give up some local storage to keep
a record of recent packets to avoid this attack
from being carried out constantly with the
same packet. Random direction vectors as
suggested in PLGP would similarly improve
the problem of imprecise cycles by avoiding
the same malicious node during the succeeding
forwarding round. Consistently traces that
comprise malicious nodes should show the
same network wide energy consumption by
honest nodes as traces of a network with no
malicious actors. The only noteworthy
exceptions are when adversaries drop or
mangle packets en route but since we are only
worried with packets initiated by adversaries
we can securely ignore this dtuation
premangled packets achieve the same result
they will be dropped by an truthful
intermediary or destination.

Function forward_packet (p)
8 + extract_source_address(p);
¢+ closest_next_node (8);
if is_neighbor (c) then forward(p,c);
else
r + next_hop_to_non_neighbor(c);

forward(p,1 } ;
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Function secure ! orward_packet (p)

§ + extract_source_address (p);
a + extract_at ation(p),;
if (not verify_source_sig(p)) or
(empty (a) and not is_neiaghbor (8)) or
(not saowf_verify (a)) then
| return ; « drop(p) =/
foreach node in a do
prevnode + node,

if (not are_neighbors (node, prevnode) ) or
(not making_progress (prevnode, node) ) then
| return ; + drop(p) */

pr +— s
if is_ ]
else forward(p'

neighbor (c));

Experimental Results:

Performance versus state percentage

goal

Path length

State size as percentage of network size

The dashed trend line symbolizes the expected
path length of rerouted packets if each node
stores log N network paths where N is the
number of network nodes while the solid trend
line represents the majority of actual network
paths in a loose source-routing setup. The
number of nodes traversed by loose source
routed packets is suboptimal by at least a
factor of 10 with some routes approaching a
factor of 50. Only afew messages meet a hode
with a better path to the purpose than the
originally assigned long source route.
Therefore we terminate that loose source
routing is worse than keeping global state at
every node. Otherwise we can bound the harm
of carousd and stretch attackers by limiting
the allowed source route length based on the
expected maximum path length in the network
but we would need a way to decide the
network diameter.

Enhancement:

We are extending secure transmission by using
an efficient key management scheme for
sensor  networks. The proposed key

management scheme utilizes the fact that a
sensor only communicates with asmall portion
of its neighbors and thus greatly reduces the
communication and computation overheads of
key setup. A public key agorithm — Elliptic
Curve Cryptography is used to further improve
the key management scheme.

Conclusion:

Vampire attacks a new division of reserve
consumption attacks that use routing protocols
to enduringly immobilize ad hoc wireless
sensor networks by depleting nodes’ battery
power. These attacks do not depend on
particular protocols or implementations but
rather depiction vulnerabilities in a number of
popular protocol classes. We showed a number
of proof-of-concept attacks  against
representative examples of existing routing
protocols using a smal number of weak
adversaries and deliberate their attack success
on arandomly generated topology of 30 nodes.
Simulation results show that depending on the
location of the adversary network energy
spending during the forwarding phase
increases from between 50 to 1,000 percent.
We have not offered a completely acceptable
solution for Vampire attacks during the
topology discovery phase but recommended
some intuition about damage limitations
possible with further modifications to PLGPa.
Derivation of damage bounds and defences for
topology discovery as well as handling mobile
networksis left for future work.
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