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Abstract— Healthcare data analytics faces a core 
challenge: building accurate predictive models without 
exposing sensitive patient records. This work presents a 
secure framework that integrates federated learning, 
homomorphic encryption, and blockchain to address this 
problem in electronic health record analysis. Patient data is 
encrypted using the CKKS scheme, allowing model training 
directly on encrypted values without revealing raw 
information. Multiple clients train local models 
independently and share only encrypted model weights. A 
blockchain layer is used to store and verify these weights, 
ensuring tamper resistance, traceability, and secure 
aggregation. The global model is constructed from 
blockchain-stored weights, preserving data privacy while 
enabling collaborative learning. The framework is evaluated 
using an XGBoost classifier on a Chronic Kidney Disease 
EHR dataset. Experimental results show that local models 
achieve high accuracy, while the global federated model 
maintains competitive performance with enhanced security 
guarantees. Although aggregation increases computation 
time, the approach significantly strengthens data 
confidentiality and model integrity, making it suitable for 
privacy-critical healthcare applications. 
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I. INTRODUCTION 

Healthcare systems generate massive volumes of electronic 
health records that capture clinical history, diagnoses, lab 
results, and treatment outcomes. These records are invaluable 
for disease prediction, early diagnosis, and decision support. At 
the same time, they contain highly sensitive personal 
information. Any misuse, leakage, or unauthorized access can 
cause serious ethical, legal, and social consequences. This 
tension between data utility and patient privacy has become 
one of the biggest barriers to effective healthcare analytics. 

Traditional machine learning approaches rely on centralized 
data collection. Hospitals and clinics are often required to 
transfer patient records to a common server for model training. 
This setup is fragile. It creates single points of failure, increases 

the risk of data breaches, and raises compliance concerns under 
strict data protection regulations. Many healthcare institutions 
are therefore reluctant to share raw data, even when 
collaboration could significantly improve predictive 
performance. 

Another challenge lies in trust. Healthcare data pipelines 
involve multiple stakeholders, including data owners, analysts, 
and service providers. Ensuring that data and model updates are 
not tampered with is difficult in distributed environments. Once 
data or model parameters are altered, detecting manipulation 
becomes complex, especially when audit trails are weak or 
fragmented. 

Encryption techniques help protect sensitive information, but 
conventional encryption prevents meaningful computation on 
protected data. As a result, many systems are forced to decrypt 
data during processing, reintroducing privacy risks. Similarly, 
distributed learning environments often lack transparent 
mechanisms to verify the integrity of shared model updates, 
making them vulnerable to malicious behavior. 

These limitations highlight the need for privacy-aware learning 
paradigms that minimize data exposure while preserving 
analytical value. Secure computation, decentralized 
collaboration, and tamper-resistant storage are increasingly 
seen as essential components of modern healthcare analytics. 
Addressing these challenges is critical for enabling trustworthy, 
scalable, and compliant use of machine learning in real-world 
clinical settings, where data sensitivity and reliability are non-
negotiable. 

II. RELATED WORK 
This part highlights the key authors that contributed greatly 

towards the proposed research and why their works were 
selected for study:  
Ayache et al., 2023 This study establishes a decentralized 
federated learning framework enhanced with blockchain to 
address privacy and trust issues in healthcare data sharing. The 
authors explain how local model training reduces raw data 
exposure, while blockchain ensures immutability of model 
updates. The theoretical foundation emphasizes 
decentralization as a solution to centralized data risks, but 
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highlights increased system complexity and latency as 
unresolved concerns. 
Sindhusaranya et al., 2023 This work presents a privacy-
preserving healthcare architecture combining federated 
learning and blockchain for IoMT environments. The 
framework focuses on fraud prevention and secure 
collaboration among distributed medical devices. The theory 
stresses transparency and traceability of learning processes, yet 
acknowledges scalability challenges when handling frequent 
model updates across many nodes. 
Lian et al., 2023 The authors introduce personalized federated 
learning supported by blockchain for medical applications. 
Their theoretical model explains how personalization improves 
prediction accuracy for heterogeneous patient data. However, 
the framework assumes reliable communication and does not 
fully address encryption overhead during collaborative 
learning. 
Guduri et al., 2023 This paper proposes a blockchain-based 
federated learning technique specifically for securing electronic 
health records. The theoretical framework centers on tamper-
proof storage of model parameters and auditability of training 
processes. While security is strengthened, the authors note that 
computation time increases due to blockchain consensus 
mechanisms. 
Gupta et al., 2023 This study explores a blockchain-empowered 
federated learning framework for disease detection. The 
theoretical foundation highlights privacy preservation through 
distributed learning and secure parameter exchange. However, 
the framework identifies a trade-off between enhanced privacy 
and reduced training efficiency, particularly during global 
model aggregation. 

Author (Year) Contribution Impact on 
Research 

Ayache et al. 
(2023) 

Secured federated 
learning using 
blockchain. 

Shows how to 
protect model 
data. 

Sindhusaranya et 
al. (2023) 

Used federated 
learning for 
healthcare privacy. 

Supports safe 
data sharing. 

Lian et al. (2023) Improved federated 
learning for medical 
data. 

Helps handle 
different client 
data. 

Guduri et al. 
(2023) 

Protected EHR data 
with blockchain. 

Guides secure 
model storage. 

Gupta et al. 
(2023) 

Applied secure 
learning for disease 
detection. 

Confirms 
privacy with 
some delay. 

 
III. PROPOSED APPROACH 

Healthcare analytics demands methods that can learn from 
distributed medical data while strictly preserving patient 

privacy and data integrity. To address this requirement, the 
approach follows a secure, decentralized learning pipeline that 
allows collaboration among multiple healthcare entities without 
exposing sensitive records. 
Electronic health records are first maintained locally at 
different clients such as hospitals or diagnostic centers. Each 
client preprocesses its data by cleaning missing values, 
encoding categorical attributes, and scaling features to ensure 
consistency. Before model training begins, the processed data is 
encrypted using the CKKS homomorphic encryption scheme. 
This step is critical because it enables computation on 
encrypted data, ensuring that patient information is never 
revealed in plain form during learning or communication. 
Local model training is carried out independently at each client 
using encrypted datasets. An XGBoost classifier is employed 
due to its effectiveness with structured healthcare data and its 
ability to capture complex feature relationships. After training, 
clients extract only the encrypted model parameters. Raw data 
and decrypted values remain strictly local, eliminating the risk 
of data leakage. 
To establish trust and prevent tampering, blockchain 
technology is used as a secure storage and coordination layer. 
Each client uploads its encrypted model weights to the 
blockchain as a verified transaction. The blockchain records 
each update with a unique cryptographic hash, ensuring 
immutability and transparency. Any attempt to alter stored 
model parameters can be immediately detected, maintaining 
system reliability. 
Global model construction is achieved by retrieving encrypted 
local weights from the blockchain and aggregating them to 
form a unified model. This global model reflects knowledge 
learned across all clients while preserving data privacy. 
Although aggregation introduces additional computation 
overhead, it significantly enhances security and auditability. 
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Figure 1:  Proposed Blockchain-Integrated Secure Federated 
Learning Framework for Encrypted EHR Analysis  

  
 

IV. METHODOLOGIES 
Dataset 

The dataset used in this study is the Chronic Kidney 
Disease electronic health record dataset obtained from Kaggle. 
It contains structured clinical records of patients diagnosed 
with chronic kidney disease and non-CKD conditions. The 
dataset includes demographic details, medical test results, and 
clinical indicators such as blood pressure, glucose levels, 
hemoglobin, serum creatinine, and other relevant attributes. 
Several features contain missing and categorical values, 
reflecting real-world healthcare data complexity. Before model 
training, the dataset undergoes preprocessing steps including 
data cleaning, label encoding, normalization, and missing value 
handling. This dataset is suitable for evaluating privacy-
preserving machine learning models in healthcare. 
Step-1:Pre-processing 

Each client preprocesses its local dataset independently. 
Missing values are handled using mean replacement to avoid 
data loss. Categorical attributes are converted into numerical 
form using label encoding. Feature normalization is then 
applied to scale all values into a uniform range, which helps 
improve model performance and stability during training. 

 

 

Figure 2: Visualizing graph of CKD and NON-CDK patients 
Step-2: Homomorphic Encryption Setup 

Before training, a homomorphic encryption environment is 
created using the CKKS scheme through the TenSEAL library. 
This encryption technique allows mathematical operations to 
be performed directly on encrypted data. Once enabled, all 
preprocessed data is encrypted so that patient information is 
never exposed in plain text. 

V METHODS 

Encrypted Data Distribution 

The encrypted dataset is split among multiple clients. Each 
client receives only its own encrypted data portion. This setup 
simulates a federated learning environment where data remains 
local and is never shared with other clients or a central server. 

Local Model Training 

Each client trains a local machine learning model using the 
XGBoost algorithm on its encrypted data. XGBoost is chosen 
for its high accuracy and effectiveness on structured healthcare 
data. During this step, predictions and loss calculations are 
performed without decrypting the data. 

Local Model Evaluation 

After training, each client evaluates its local model using 
encrypted test data. Performance metrics such as accuracy and 
computation time are recorded. This helps assess how well 
each local model performs independently. 

Extraction of Encrypted Model Weights 

Once local training is complete, each client extracts its 
encrypted model parameters. These parameters represent 
learned knowledge and do not contain any raw patient data, 
ensuring privacy is preserved. 

Blockchain Integration 

A private Ethereum blockchain is initialized. Smart 
contracts written in Solidity are deployed to manage secure 
storage and retrieval of model weights. The blockchain 
provides immutability, transparency, and tamper detection. 

Secure Storage of Model Weights 

Each client uploads its encrypted model weights to the 
blockchain as a transaction. The blockchain assigns a unique 
hash and block number to every update. Any modification 
attempt can be detected through hash verification. 

Retrieval of Model Weights 

The federated learning server retrieves all encrypted local 
model weights from the blockchain using smart contract 
functions. This ensures that only verified and untampered 
weights are used for aggregation. 
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Global Model Aggregation 

The retrieved encrypted weights are aggregated to form a 
global federated model. This model combines knowledge from 
all participating clients without accessing their individual 
datasets. 

Global Model Evaluation 

The global model is evaluated using encrypted test data. 
Accuracy and computation time are measured and compared 
with local models to analyze performance and security trade-
offs. 

Secure Disease Prediction 

Finally, the global model is used to predict disease 
outcomes on new encrypted patient records. The prediction 
result indicates whether the patient has chronic kidney disease 
or not, while maintaining full data confidentiality. 

VI RESULTS & DISCUSSION 

 
Displaying accuracy comparison graph between all models 
where client1 local model got high accuracy and Global model 
got little less accuracy 
 

 

Displaying computation time comparison graph where x-
axis represents model type and y-axis represents computation 
Time and in all models Global model took too much 
computation time but it will provide high security to data 

The experimental results demonstrate the effectiveness of 
the proposed secure learning framework in balancing model 
accuracy, computation time, and data privacy. The evaluation 
was carried out using the Chronic Kidney Disease electronic 
health record dataset, with performance measured for 
individual client models as well as the global federated model. 

Each client trained a local XGBoost model on its respective 
data partition. The first client achieved high classification 
accuracy, indicating that local training on structured medical 
data produces strong predictive performance. The second client 
also achieved competitive accuracy, though slightly lower due 
to differences in data distribution and sample size. These 
results confirm that localized learning is effective when data 
remains close to its source and is tailored to specific patient 
subsets. 

The global federated model was constructed by aggregating 
encrypted model weights retrieved from the blockchain. The 
accuracy of the global model was marginally lower than that of 
the best-performing local model. This reduction is expected, as 
the aggregation process combines knowledge from 
heterogeneous data sources, which can introduce generalization 
trade-offs. However, the global model still achieved strong 
predictive performance, demonstrating its ability to learn 
meaningful patterns across distributed datasets. 

Computation time analysis revealed a clear contrast 
between local and global models. Local model training and 
evaluation were relatively fast, as operations were limited to a 
single client environment. In contrast, the global model 
required significantly higher computation time. This increase is 
mainly due to homomorphic encryption overhead, blockchain-
based storage and retrieval of model weights, and the 
aggregation process itself. Despite this cost, the added security 
and integrity benefits justify the overhead in privacy-sensitive 
healthcare scenarios. 

Overall, the results highlight a practical trade-off. While 
local models provide faster execution and slightly higher 
accuracy, the global federated model offers improved data 
confidentiality, tamper resistance, and collaborative learning 
benefits. The findings confirm that secure federated learning 
combined with encryption and blockchain is a viable approach 
for real-world healthcare analytics, where privacy and trust are 
as critical as predictive performance.  
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VII. CONCLUSION 

Secure and reliable analysis of medical data remains a 
critical challenge in modern healthcare systems. The approach 
presented in this work shows that collaborative learning can be 
achieved without exposing sensitive patient information or 
relying on centralized data storage. By keeping data local and 
performing computations on encrypted records, privacy is 
preserved throughout the learning process. The use of 
blockchain further strengthens trust by ensuring that model 
updates are immutable, transparent, and resistant to tampering. 
Experimental evaluation demonstrates that local models 
achieve strong predictive accuracy, while the global federated 
model delivers competitive performance with added security 
guarantees. Although the inclusion of encryption and 
blockchain increases computation time, this overhead is 
justified by the significant gains in data confidentiality and 
integrity. Overall, the results confirm that secure federated 
learning is a practical and effective solution for privacy-critical 
healthcare analytics and can support future advancements in 
trusted medical decision-making systems. 
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